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Introduction

Regulatory Bodies of Malaysia

Malaysia's Regulatory Framework for KYC, KYB & AML

Malaysia has established a comprehensive regulatory framework to combat money 
laundering, terrorism financing, and the proliferation of unlawful activities, which is 
enforced through a series of acts and guidelines. Regulatory bodies such as Bank Negara 
Malaysia (BNM), the Securities Commission Malaysia (SC), and the Companies Commission 
of Malaysia (SSM) play crucial roles in ensuring that businesses adhere to stringent Know 
Your Customer (KYC), Know Your Business (KYB), and Anti-Money Laundering (AML) 
regulations. Compliance with these regulations is essential for maintaining the integrity of 
the financial system and protecting against illicit financial activities.

Bank Negara Malaysia (BNM): BNM provides  and guidelines to 
combat money laundering and terrorism financing effectively. It outlines  for 
electronic Know Your Customer processes, ensuring secure and efficient customer 
verification. BNM's guidelines on  assist financial institutions in identifying and 
verifying customers to prevent illicit activities.

comprehensive policies
guidelines

CDD

Anti-Money Laundering, Anti-Terrorism Financing and Proceeds of Unlawful Activities 
Act 2001 (AMLA): This is the principal legislation governing AML/CFT measures in 
Malaysia. It mandates customer due diligence (CDD), record-keeping, reporting of 
suspicious transactions, and compliance with targeted financial sanctions. Entities 
designated as "reporting institutions" under AMLA are required to adhere to its 
provisions.

Bank Negara Malaysia (BNM) Guidelines: The bank issues comprehensive guidelines to 
support the implementation of AMLA. These guidelines provide detailed instructions on 
CDD, suspicious transaction reporting, record retention, and the use of electronic 

 (e-KYC) technologies.
Know 

Your Customer

Companies Commission of Malaysia (SSM) Guidelines: It supervises company 
secretaries and other corporate service providers as reporting institutions under AMLA. 

 issues guidelines to ensure compliance with AML/CFT measures, including 
customer identification and verification procedures.
SSM

Financial Intelligence and Enforcement Department (FIED): FIED, under BNM, serves as 
Malaysia's Financial Intelligence Unit. It is responsible for receiving, analyzing, and 
disseminating financial intelligence related to money laundering and terrorism 
financing.

Securities Commission Malaysia (SC): The SC issues  on the prevention of 
money laundering, countering financing of terrorism, and countering proliferation 
financing for reporting institutions in the capital market. It provides quick guides on 
implementing targeted financial sanctions relating to proliferation financing and 
terrorism financing

guidelines

Companies Commission of Malaysia (SSM): SSM supervises company secretaries and 
other corporate service providers as reporting institutions under the AMLA, ensuring 
compliance with KYC and KYB standards.  SSM offers certified AML/CFT 

 for company secretaries to enhance their understanding and 
implementation of AML/CFT obligations.

compliance 
programmes
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https://amlcft.bnm.gov.my/aml/cft-policies
https://www.bnm.gov.my/documents/20124/938039/pd-ekyc-apr2024.pdf
https://amlcft.bnm.gov.my/customer-due-diligence
https://amlsquare.com/my/blog/malaysia-kyc-requirements
https://amlsquare.com/my/blog/malaysia-kyc-requirements
https://www.ssm.com.my/Pages/Legal_Framework/Document/Guidelines%20Relating%20to%20the%20Obligations%20of%20Company%20Secretary%20as%20a%20Reporting%20Institution%20under%20AMLA%202001.pdf
https://www.sc.com.my/regulation/guidelines/amla
https://www.ssm.com.my/Pages/Training_Academy/Training_Calendar-and_Brochure/2023/SSM%20AML%20CFT%20COMPLIANCE%20PROGRAMMES%20FOR%20COMPANY%20SECRETARIES%20SERIES.pdf
https://www.ssm.com.my/Pages/Training_Academy/Training_Calendar-and_Brochure/2023/SSM%20AML%20CFT%20COMPLIANCE%20PROGRAMMES%20FOR%20COMPANY%20SECRETARIES%20SERIES.pdf
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Key Compliance Obligations

Consequences of Non-Compliance

Shufti’s adherence to Malaysian Compliance Regulations

Customer Due Diligence (CDD): Entities must verify the identity of their customers and 
assess the risks associated with them.

Fines: Up to RM 10,000,000 per violation.

Compliance with the Anti-Money Laundering, Anti-Terrorism Financing and Proceeds 
of Unlawful Activities Act 2001 (AMLA)


 Shufti implements robust CDD procedures by 
verifying customer identities through advanced technologies such as facial 
recognition, Optical Character Recognition (OCR), and document verification. This 
aligns with the requirements set forth in the AMLA.


 For high-risk customers, Shufti conducts EDD by 
screening against global watchlists, including Politically Exposed Persons (PEPs) and 
sanction lists, to assess and mitigate potential risks.


 Shufti's AML screening tools enable businesses 
to detect and report suspicious activities promptly, ensuring compliance with 
AMLA's reporting obligations. 

 Shufti maintains secure records of all verification processes, 
ensuring that data is retained for the statutory period as mandated by AMLA.

Customer Due Diligence (CDD):

Enhanced Due Diligence (EDD):

Suspicious Transaction Reporting:

Link

Record Retention:

Adherence to Bank Negara Malaysia (BNM) Guidelines

 Shufti's electronic Know Your Customer (eKYC) solutions 

comply with BNM's guidelines by utilizing biometric verification, liveness detection, 
and AI/ML algorithms to ensure secure and reliable customer onboarding. 

Shufti employs a risk-based approach to assess and mitigate 
potential money laundering and terrorism financing risks, in line with BNM's 
recommendations.


 Shufti  ensures that its third-party vendors comply 
with BNM's eKYC guidelines, maintaining transparency and accountability in the 
verification process.

eKYC Implementation:

Link

Risk-Based Approach: 

Third-Party Vendor Management:

License Revocation: For repeated violations or severe non-compliance.

Criminal Liability: For willful non-compliance, including potential imprisonment.

Reputational Damage: Loss of customer trust and business opportunities.

Enhanced Due Diligence (EDD): For high-risk customers, including Politically Exposed 
Persons (PEPs), additional scrutiny is required.

Suspicious Transaction Reporting (STR): Entities must report any transactions that they 
suspect involve proceeds from unlawful activities.

Record Retention: Records of transactions and customer identification must be 
maintained for a specified period.

Compliance with Targeted Financial Sanctions: Entities must ensure they do not 
engage in transactions with individuals or entities subject to sanctions.

https://shuftipro.com/aml-screening/?utm_source=chatgpt.com
https://shuftipro.com/regulatory-kyc/
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Compliance with Securities Commission Malaysia (SC) Regulations

 Shufti's services assist capital market intermediaries 

in complying with the SC's AML/CFT obligations by providing reliable identity 
verification and screening solutions.


 Shufti's AML screening tools enable businesses to 
implement targeted financial sanctions, as required by the SC, by screening against 
relevant lists and databases. 

 Shufti supports businesses in fulfilling their compliance 
reporting obligations by providing tools to detect and report suspicious transactions 
in accordance with SC regulations.

Capital Market Intermediaries:

Targeted Financial Sanctions:

Link

Compliance Reporting:

Adherence to Companies Commission of Malaysia (SSM) Guidelines:

 Shufti offers KYB verification services to help 

businesses comply with SSM's guidelines by verifying the legitimacy of corporate 
clients and their beneficial owners.


 Shufti's solutions assist businesses in maintaining corporate 
governance standards by ensuring that all corporate clients are properly identified 
and verified.


 Shufti helps businesses meet SSM's AML compliance 
requirements by providing tools for customer verification and monitoring, ensuring 
adherence to AMLA and SSM guidelines.

Know Your Business (KYB) Verification:

Corporate Governance:

AML Compliance:

Conclusion
Adherence to Malaysia's regulatory framework is essential for businesses operating within 
its borders, especially those handling sensitive financial and personal data. By complying 
with the requirements set forth by BNM, SC, SSM, and other regulatory authorities, 
businesses can ensure their operations remain secure, trustworthy, and legally compliant. 
Shufti, through its advanced technologies and solutions, exemplifies how compliance with 
Malaysian regulations can be effectively achieved, helping businesses mitigate risks and 
maintain integrity in a complex regulatory environment.

https://shuftipro.com/aml-screening/?utm_source=chatgpt.com

