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Introduction

Regulatory Bodies in Vietnam

Regulatory Framework

Vietnam's financial landscape has evolved significantly, necessitating robust frameworks to 
combat financial crimes such as money laundering and terrorist financing. The enactment 
of the Anti-Money Laundering (AML) Law marked a pivotal step in aligning Vietnam's 
regulatory environment with international standards. This report delves into Vietnam's 
regulatory bodies, the AML framework, Know Your Customer (KYC) and AML requirements, 
consequences of non-compliance, and assesses Shufti Pro's adherence to these 
regulations.

Vietnam's AML and KYC compliance landscape is governed by several key institutions:

State Bank of Vietnam (SBV): Oversees the banking sector and implements state 
management on AML. The SBV's Anti-Money Laundering Department (AMLD) functions 
as the Financial Intelligence Unit (FIU) of Vietnam. The AMLD is responsible for 
receiving, analyzing, and disseminating financial information concerning suspected 
proceeds of crime and potential financing of terrorism.

Law on Anti-Money Laundering (2012):  The Law on Anti-Money Laundering, passed in 
2012, is the cornerstone of Vietnam’s legal framework for combating money laundering 
and terrorist financing. This law outlines the obligations of financial institutions and 
businesses, including customer due diligence (CDD), reporting suspicious activities, 
and maintaining transaction records.


 Requires businesses to conduct KYC procedures, including 
the verification of client identity and the monitoring of transactions for suspicious 
activities.


 Businesses must report any suspicious 
transactions to the State Bank of Vietnam (SBV), which is the central authority 
overseeing AML/CFT compliance.


 Financial institutions must retain records of transactions and 
customer information for a minimum of five years to facilitate audits and 
investigations.

Customer Identification:

Suspicious Transaction Reporting:

Record-Keeping:

Decree No. 116/2013/ND-CP on Anti-Money Laundering: This decree, issued in 2013, 
provides detailed regulations to implement the Law on Anti-Money Laundering. It 
includes provisions related to customer due diligence (CDD), record-keeping, 
suspicious activity reporting, and the enforcement of AML/CFT laws.

Ministry of Finance (MOF): Regulates the insurance and securities sectors. The State 
Securities Commission (SSC), under the MOF, supervises securities activities and 
ensures compliance with AML regulations. Link

Ministry of Public Security (MPS): Responsible for investigating and prosecuting money 
laundering and terrorist financing offenses. The MPS collaborates with other agencies to 
enforce AML laws effectively.

Ministry of Justice: Oversees AML measures related to legal professionals, including 
attorneys, legal practice groups, notaries, and notary public offices.

Anti-Money Laundering Steering Committee: Assists the Prime Minister in developing 
strategies, policies, and programs to combat money laundering.
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Know Your Customer (KYC):

Enhanced Due Diligence (EDD):

Risk-Based Approach:

 Financial institutions are required to verify the identity 
of their customers at the time of account opening and periodically throughout the 
business relationship.


 For high-risk customers such as Politically Exposed 
Persons (PEPs), enhanced due diligence measures must be implemented, including 
additional scrutiny of the source of funds and wealth.


 Institutions must assess and manage risks associated with 
customers and transactions, applying enhanced measures when necessary.

SBV Circular No. 18/2019/TT-NHNN: This Circular issued by the State Bank of Vietnam 
(SBV) provides specific instructions on implementing AML/CFT measures in the banking 
sector and other financial institutions.


 Institutions are required to verify customer identity using 
official documents (e.g., national IDs, passports) and perform enhanced due 
diligence on high-risk clients.


 Transaction records and customer identification information must 
be retained for a minimum of five years.


 Financial institutions must report any suspicious 
transactions to the Vietnam Financial Intelligence Unit (FIU).

CDD and KYC Procedures:

Record Retention:

Suspicious Activity Reporting:

Vietnam Penal Code: The Penal Code of Vietnam criminalizes activities related to 
money laundering and terrorism financing. Those found guilty of engaging in or 
facilitating these activities face severe penalties, including imprisonment and fines.


 Money laundering is a criminal offense in Vietnam, and 
individuals or organizations involved in such activities can face up to 20 years in 
prison and significant fines.


 Financing terrorism is also a criminal offense, and offenders 
may face similar penalties as those involved in money laundering.

Money Laundering:

Terrorism Financing:

Customer Due Diligence (CDD): Entities must identify and verify the identity of their 
customers, understand the nature of their business, and assess the risk of potential 
money laundering activities.

Fines: Up to VND 2,000,000,000 per violation.

Enhanced Due Diligence (EDD): Required for high-risk customers, including Politically 
Exposed Persons (PEPs), to mitigate potential money laundering risks.

Suspicious Transaction Reporting (STR): Entities are obligated to report suspicious 
transactions to the Financial Intelligence Unit (FIU) promptly.

Record Keeping: Maintain records of customer identification and transaction details for 
a minimum of five years after the end of the business relationship.

Risk Assessment: Regularly assess and document the money laundering risks 
associated with customers, products, services, transactions, and geographical 
locations. Link

KYC and AML Requirements in Vietnam

Consequences of Non-Compliance in Vietnam

Key requirements under Vietnam's AML framework include:

Key requirements under Vietnam's AML framework include:
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Criminal Liability: For willful non-compliance, including potential imprisonment.

Reputational Damage: Loss of customer trust and business opportunities.

Shufti's Adherence to Vietnam's Compliance Requirements
Customer Due Diligence (CDD):  customer verification solutions are designed to 
comply with Vietnam’s KYC regulations, which require entities to verify their customers' 
identity.


 Shufti utilizes Optical Character Recognition (OCR) technology 
to accurately verify Vietnamese government-issued IDs, such as National IDs, 
Passports, and Driving Licenses. This ensures high accuracy and compliance with 
local KYC requirements.


 Shufti performs detailed document verification to detect 
tampering, ensuring that submitted documents are authentic.


 The platform provides real-time verification, allowing 
businesses to onboard customers instantly while maintaining KYC compliance.

Shufti’s

Identity Verification:

Document Authentication:

Real-Time Verification:

Enhanced Due Diligence (EDD): Vietnam’s regulations require Enhanced Due Diligence 
(EDD) for higher-risk customers, such as Politically Exposed Persons (PEPs).


 Shufti screens customers against global PEP lists and identifies 
individuals who may pose higher risks due to their political status. This ensures 
businesses are compliant with the AML regulations in Vietnam and helps mitigate 
potential financial crimes.


 Shufti checks customers against global sanctions lists, 
including FATF, OFAC, and Interpol, ensuring compliance with international AML 
standards.


 Shufti allows businesses to flag and apply 
additional scrutiny to high-risk individuals, ensuring thorough monitoring of PEPs 
and other high-risk customers.

PEP Screening:

Sanctions List Screening:

High-Risk Customer Management:

Suspicious Transaction Reporting (STR): Vietnam’s AML laws require businesses to 
promptly report suspicious transactions to the Financial Intelligence Unit (FIU).


 Shufti’s platform provides businesses with the ability to 
monitor transactions in real time, identifying potentially suspicious activities. This 
allows businesses to report suspicious transactions in line with Vietnamese 
regulations.


 The platform sends alerts for transactions that deviate from normal 
customer behavior, helping businesses identify potential money laundering or 
terrorism financing activities.


 Shufti ensures that businesses can comply with Vietnam’s 
STR regulations by integrating automated alerts and reporting features that 
streamline compliance.

Transaction Monitoring:

Risk Alerts:

Regulatory Compliance:

Record Keeping and Data Retention: Vietnam's regulations mandate businesses to keep 
records of customer identification and transaction details for at least five years.


 Shufti ensures that customer records, including 
identification documents and transaction histories, are securely stored, making it 
easier for businesses to comply with Vietnam’s record-keeping requirements.


 Shufti's platform allows businesses to retain customer data and 
transaction records for the required duration of five years, ensuring compliance with 
Vietnamese regulations. 

Secure Record Storage:

Data Retention:

Link

Risk Assessment and Compliance Reporting: Shufti enables businesses to assess and 
document
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document money laundering risks, as required by Vietnam’s AML regulations.

 The platform provides tools for risk assessment, helping businesses 

analyze and categorize customers based on factors such as transaction behavior, 
geographical location, and customer type.


 Shufti facilitates continuous monitoring of customer activities 
and generates reports that help businesses stay compliant with local AML 
regulations.


 The platform supports the generation of detailed 
compliance reports, ensuring businesses can demonstrate their adherence to 
Vietnam's AML/KYC requirements during audits.

Risk Profiling:

Ongoing Monitoring:

Compliance Reporting:

Data Protection and Privacy Compliance: Vietnam has strict data protection laws that 
require businesses to secure and protect customer data.


 Shufti ensures that all sensitive customer data is encrypted, 
ensuring compliance with Vietnam's data protection laws.


 Shufti complies with data localization laws by ensuring that 
customer data is stored and processed within Vietnam when required by law.


 Shufti adheres to international data protection standards like the 
GDPR, ensuring that businesses can comply with both local and international privacy 
laws.

Data Encryption:

Data Localization:

GDPR Compliance:

Vietnam's commitment to strengthening its AML and KYC frameworks underscores the 
importance of compliance in maintaining the integrity of its financial system. Entities 
operating within Vietnam must adhere to these regulations to mitigate risks. Shufti's 
compliance solutions are designed to assist businesses in meeting these obligations 
effectively and efficiently.
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