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Shufti 

Terms and Conditions 
Shufti is a service which allows clients to perform online identity and document verification services, business and 

company register checks, and/or background checks, transaction monitoring, know-your-customer, and other 

activities.   

These Terms and Conditions ("Terms") and accompanying Sales Order(s) (together referred to as the "Agreement") 

are established between Shufti Pro Limited ("Provider") and the Client identified on the Sales Order (“Client”), 

becoming effective from the date specified in the Sales Order (“Effective Date”).  

In this Agreement, Provider and Client are individually referred to as a "Party" and collectively as "Parties."  

 

1. SERVICES 

Provider will provide the Services to Client with an Account, including both a back-office and API account 

("Account”). Provider and Client shall enter into Sales Orders for services related to identity and document 

verification, transaction monitoring, know-your-customer, and other activities and related integration and support 

services (collectively “Services”). The Agreement shall not prevent Provider from entering into similar agreements 

with third parties, or from independently developing, using, selling, or licensing documentation, products and/or 

services which are similar to those provided under the Agreement. 

 

2. VERIFICATIONS 

Client shall be authorised to allow individuals to access the Services on its behalf to provide personal information for 

verification purposes (“Users”) and conduct verification operations, consisting of extraction of an individual’s 

personal information to be processed for the purpose of delivering a response to Client (“Verification”). Client will 

supply or cause individuals to supply to Provider information related to such individuals including personal data or 

personally identifiable information, images, and metadata (collectively, “User Information”). 

 

3. TERM 

This Agreement will commence on the Effective Date of the Sales Order and will continue in effect as set forth in the 

Sales Order (the "Initial Term"), unless terminated sooner in accordance with this Agreement. If the Initial Term of 

this Agreement is not specified in the Sales Order, then the Initial Term for this Agreement will be for twelve (12) 

months from the date of the last signature of the Sales Order. After the Initial Term, this Agreement will 

automatically renew for successive twelve (12) month periods (each, a "Renewal Term"), unless written termination 

notice is provided by either party at least thirty (30) days prior to the expiration of the then-current term (such 

Notice to be effective at the end of the Initial Term or the then current Renewal Term). The Initial Term and the 

Renewal Terms (if any) are collectively referred to as the "Term". 

 

4. CLIENT LICENCE 

Provider shall grant to Client a worldwide, non-exclusive, non-transferable, non-assignable, revocable licence to 

access and use the Services identified in a Sales Order solely for Client’s internal business purposes and if software 

is provided (“Software”), that Software is included in the definition of Services and subject to this licence. Provider 

reserves all rights in the Services and the Software not expressly granted in this Agreement. The Client understands 

that the Services are continuously being updated and will change periodically without prior notice. For the avoidance 

of doubt, the Client has no right to access any Software code (including object code, intermediate code and/or source 

code), either during or after the Term. 
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5. WARRANTY 

Provider warrants that the Services will be performed in a professional manner. In the event of a breach of this 

warranty, Provider’s sole and exclusive liability and Client’s sole and exclusive remedy will be for Provider to use 

commercially reasonable efforts to re-perform the non-conforming part of Services within thirty (30) days from 

receipt of notice from Client of the breach. The terms implied by sections 3 and 4 of the Supply of Goods and Services 

Act 1982 are excluded from the Agreement. 

 

6. PERMITTED USE 

Client shall use the Services exclusively for authorised and legal purposes, consistent with all Applicable Laws and 

User and third-party rights. “Applicable Laws” shall mean all laws, rules, regulations, treaties, and similar 

governmental obligations, including local, national, and multinational laws, that are applicable to any party to this 

Agreement, including Data Protection Laws. Provider reserves the right, to disable the Client's access to the Services 

upon breach of this clause. 

 

7. RESTRICTIONS 

Client shall only use the Services for its own internal business purposes. Client must not allow any unauthorised 

person to access or use the Services. Client shall not republish or redistribute any information, results, content or 

material from the Services, sublicence,  white-label, resell, or transfer the Services to third parties, copy or attempt 

to copy, modify, duplicate, create derivative works from, frame, mirror, republish, download, display, transmit, or 

distribute all or any portion of the Services in any form, or de-compile, reverse compile, disassemble, reverse 

engineer or otherwise reduce to human-perceivable form all or any part of the Software, for any purpose, or 

otherwise commercially exploit, or make the Services  available to any third party. Client shall not use the Services 

to discriminate against any User or in a manner that causes damage or injury to any person or property, use the 

Services in a manner that could be reasonably expected to bring a User or Provider into disrepute or otherwise harm 

its reputation, act or omit to act in a way which interferes with or compromises the integrity or security of the 

Services, or access all or any part of the Services in order to build a product or service which competes with the 

Services or amend or remove Provider brand features from the Services. 

 

8. CLIENT REQUIREMENTS  

Client must provide any and all cooperation, support, and information as required by Provider to ensure compliance 

with the Agreement and carry out all other Client responsibilities set out in the Agreement in a timely and efficient 

manner. Client shall employ the hardware, software, telecommunication and other systems, network and internet 

connections required to access the Services (the “Systems”). Client shall ensure that the Systems are compatible 

with Provider’s interface and IT environment and the Services, and continue to comply, throughout the Term with 

the requirements set forth by Provider.  Client shall implement appropriate information security controls with 

respect to its Systems, accurately supply all required data fields, and otherwise use the Services in accordance with 

Provider guidelines. In the event of any delays in the Client's provision of such assistance as agreed by the parties, 

Provider may adjust any agreed fees, timetable, or delivery schedule in its sole discretion.  

Client shall ensure that the Users use the Services in accordance with the terms and conditions of this Agreement 

and shall be responsible for any User's breach of the terms of this Agreement, shall obtain and maintain all necessary 

licences, consents, and permissions necessary for Provider, its contractors and agents to perform their obligations 

under this Agreement, and shall be solely responsible for any and all problems, conditions, delays, delivery failures 

and all other loss or damage arising from or relating to the Client's network connections or telecommunications links 

or caused by the internet. 

Client will maintain and enforce appropriate information security practices with respect to its receipt of the Services, 

including access to and timely deletion of User personal information and Verification results. Client is responsible 

for making adequate backups of User Information and Verification results. Client acknowledges that unauthorised 
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third parties, including hackers, or viruses, worms, or other malware may gain access to, obtain or damage User 

personal information, Verification results or Client’s systems, and Provider is not responsible or liable for such 

activities. In no event will Provider be liable for claims, losses or damages arising from a data breach related to User 

Information, or Verification results, retained by the Client or otherwise stored, after Provider has concluded the 

processing of those Verifications. In the event of a suspected data breach, the Client must notify the Provider 

immediately and fully cooperate with any necessary actions. 

 

9. USER INFORMATION 

Client shall obtain all consents necessary to enable Provider to lawfully process the User Information and implement 

all compliance requirements in accordance with Applicable Laws. Client shall provide notice to Users and third 

parties about how User personal information will be used and maintain valid consents for Provider to process User 

personal information. 

Client hereby grants to Provider a worldwide, royalty-free licence (with the right to sublicence) to use, reproduce, 

modify, create derivative works from, distribute, transmit, and display User personal information (including any 

rights specifically pertaining to biometric information) to develop, provide and improve the Services, including the 

right to grant equivalent rights to its contractors.  Client further hereby grants and shall procure from Users a grant 

to Provider of all necessary rights to use the User Information perpetually and irrevocably, and data derived from 

Client’s use of the Services, to conduct Verifications and provide similar Services to the public at large, compile 

statistics regarding the Services and to develop and improve the Services. Provider is hereby instructed by Client to 

use User Information to develop and improve the Services, including through machine learning techniques, to 

provide continuing Verification and similar Services for other clients, and to protect against fraudulent or illegal 

activity. 

Client consents to integration of the Services with third-party services by Provider, which may remove, suspend, or 

limit any third-party services integration at any time in its sole discretion. Client acknowledges that the integration 

of third-party services may entail the transfer of User Information from Provider to the relevant third parties 

providing third-party services. Client acknowledges that personal information provided by Client, or its Users may 

be transferred outside the EEA in connection with this Agreement and that the appropriate mechanism for any such 

potential transfer shall be put in place. 

 

9.1 CONSENT FOR REUSABLE IDENTITY VERIFICATION AND PORTABILITY (FAST ID)  

• Authorisation for Collection and Use: By using Shufti’s Service, you expressly authorise Shufti to collect, 
process, and use your Personal Data and Identity Documents solely for identity verification purposes. This 
data may be used to verify your identity across multiple Clients who engage with our services. 

• Consent for Retention, Reuse, and Portability Across Customers: You expressly consent to Shufti retaining, 
reusing, and making your Personal Data and Identity Documents portable across multiple Customer’s for 
current and future identity verification purposes. This includes your consent to the portability of your 
verification status to current and future Clients requiring identity verification, subject to applicable 
regulations. 

• Opt-In for Future Communications: By opting into communications from Shufti, you consent to be 
contacted about new or additional identity verification requests from other Clients using the Service. Opting 
in ensures that your verification status and Personal Data remain accessible for ongoing use across Client’s 
engaging Shufti’s services. 

• Data Retention for Verification and Legal Compliance: You acknowledge and agree that Shufti may retain 
your Personal Data and Identity Documents for as long as required to fulfil verification purposes, including 
portability for future verifications, or as necessary to comply with applicable legal obligations. Shufti’s 
standard data retention period is seven (7) years unless otherwise required by law. This retention allows 
for continuous verification and portability as authorised by this Agreement. 

• User Control and Withdrawal of Consent: You may withdraw your consent for future reuse, portability, 
storage, or communication at any time by submitting a formal request to dpo@shufti.com. Please note that 

mailto:dpo@shufti.com
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withdrawing consent may impact your access to certain features of the Service, including eligibility for 
future verifications. 

• Opting Out of Future Contact: You may opt out of future communications regarding identity verification 
instances by contacting dpo@shuft.com. Opting out may remove the exclusive benefits of streamlined 
future verifications, and Shufti shall not be liable for any limitations on Service availability resulting from 
this decision. 

• Security and Compliance: Shufti implements advanced security measures to protect all personal data used 
within Fast ID, in compliance with applicable data protection laws. 

 

10. FEES 

Client agrees to pay the Fees set forth in the Sales Order in accordance with the payment terms established in this 

Agreement and Sales Order. Unless otherwise specified in the Sales Order, all Fees are payable in currency 

mentioned in the Sales Order and are due in full on the Effective Date and any term renewal date, and Provider is 

under no obligation to begin provision of the Services until Client has paid all Fees due. Client’s payment obligations 

are unconditional and not dependent on a go live date. All payments are nonrefundable and noncancelable. If 

Client’s payment of Fees is overdue, Provider may immediately suspend provision of the Services to Client and 

change payment terms previously extended to Client, and all amounts under the Sales Order shall become 

immediately due and payable. Suspension of the Services does not relieve Client of its obligation to pay any Fees 

due under the Agreement. In addition, a late charge shall be assessed on all overdue Fees at the lesser of one and a 

half percent (1.5%) per month or the maximum rate allowed by law. Client shall reimburse Provider for all costs 

incurred in collecting any overdue Fees, including attorney and collection agency fees. Client agrees that, in case of 

pre-paid billing, any unused or unprocessed balance in the Client’s Account on the last day of each Term shall 

automatically expire at the end of each Term and the Client shall neither be entitled to a refund or credit of the same 

nor will the Client be entitled to rollover any unused or unprocessed balance into any extended Term (or another or 

future agreement/arrangement with Provider) unless the Client pays twenty-five percent (25%) of the unused or 

unprocessed balance (this percentage of the amount will not be added to the rolled-over amount). For the payment 

of the rollover amount, a separate invoice will be issued, and it must be paid within seven (7) working days.  

 

11. TAXES 

The amounts due to Provider under this Agreement do not include bank fees, transfer fees, taxes, duties or similar 

fees. If Provider is required to pay sales, use, property, value- added, withholding or other taxes, any customs or 

other duties, or any import or other fees associated with importation or delivery based on the licences granted or 

any services performed under this Agreement or on Client’s use of the Services, then such taxes, duties or fees will 

be billed to and paid by Client.  

 

12. DATA PROTECTION AND RETENTION  

The Client represents and warrants that it has the legal right to collect, process, and use personal data for the 

purposes of accessing the Services. The Client confirms that it has complied with all obligations under applicable 

data protection laws regarding the collection and transfer of such data. Prior to providing any personal data to the 

Provider, the Client must ensure that no restrictions or prohibitions exist that would prevent the disclosure or 

transfer of User or third-party personal data to the Provider, as required by this Agreement. The Client further 

ensures that all necessary notices have been provided and any required consents or authorisations have been 

obtained to allow both parties to lawfully process personal data for the purpose of fulfilling their obligations under 

this Agreement, including the transfer of data to the Provider and its third-party service providers, regardless of 

jurisdiction. 

In the event of a suspected data breach or similar incident, the Client must immediately notify the Provider and fully 

cooperate with any actions required by law to address the situation. Unless legally obligated, the Client agrees that 

any notification to the data subject or regulatory authorities regarding a breach shall not mention the Provider or 

mailto:dpo@shuft.com
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the Services involved without the Provider’s prior written consent. The Client remains solely responsible for fulfilling 

any other legal or regulatory obligations, including any fines or costs arising from such an event. 

The Provider may process personal data included in User Information to the extent required by applicable law or as 

necessary to deliver and improve the Services. All processing will comply with relevant data protection regulations, 

such as the Data Protection Act 2018, the GDPR, and related amendments (e.g., EU Exit Regulations 2019). The 

Provider will process personal information on behalf of the Client or other clients needing similar verification services 

and will retain or delete the data as specified in the Client's contract or instructions. 

The Client authorises the Provider to process User Information and personal data for product improvement and to 

provide similar services to other clients. The Provider may retain this information indefinitely if it serves a legitimate 

business need. The Provider will not retain personal data longer than necessary unless a legal basis or authorisation 

permits extended retention. If the Provider no longer needs the personal data, it will be deleted unless legally 

required to retain it. 

The Provider may retain personal data for at least seven (7) years after the end of the service provision to the Client 

based on its legitimate interests or to comply with legal obligations. This extended retention may also apply if a claim 

arises after the service period. Claims under contracts may be brought up to six (6) years from the termination date 

and under deeds, for up to twelve (12) years. Therefore, the Provider may retain and use User Information for 

verification or similar services for up to these respective periods. 

The Client also authorises the Provider to engage third parties, including subprocessors, affiliates, subcontractors, 

agents, and vendors, to process User Information as needed to fulfill the services. The Client acknowledges that User 

personal data may be transferred outside the European Economic Area (EEA) and agrees that appropriate safeguards 

will be implemented for such transfers. The Provider may require a separate data processing agreement if necessary. 

 

13. DISCLAIMER 

Provider will use reasonable efforts to deliver the Services requested by the Client however the Client acknowledges 

that the Services are provided on an “as is” and “as available” basis, without any representation or warranty, whether 

express, implied or statutory. To the maximum extent permitted by Applicable Law, Provider specifically disclaims 

all other warranties, expressed or implied, including but not limited to, the implied warranties of fitness for a 

particular purpose, good title, noninfringement, or satisfactory quality, regardless of whether imposed by contract, 

statute, course of dealing, custom or usage, or otherwise.  The Client acknowledges that the Services are based on 

information retrieved by Provider and its third-party suppliers from other sources. Provider, or its third-party 

suppliers, do not take any steps to verify the accuracy or completeness of such information and Provider does not 

make any warranty, representation regarding such information or that it is up to date.  Provider cannot and will not 

be an insurer or guarantor of the accuracy or reliability of such sourced information or of the Services.  The Client 

acknowledges that results supplied by Provider to the Client are not intended to be used as the sole basis for any 

decision significantly affecting a data subject and that Client is solely responsible for its decisions or actions.  Client 

assumes sole responsibility and liability for the use of results obtained from the Services and for conclusions drawn 

from such results by Client, and Provider shall have no liability for any claims, losses or damages caused by errors or 

omissions in any information provided to Provider by Client or Users or any actions taken by Provider at Client’s 

direction. Accordingly, Provider does not guarantee, warrant or represent the accuracy, timeliness, completeness, 

validity, up to date condition, or fitness for a particular purpose of the Services and Provider shall not be liable to 

the Client or any third parties for any loss or injury arising out of or caused in whole or in part by Provider’s acts or 

omissions, whether negligent or otherwise, in procuring, compiling, collecting, interpreting, reporting, 

communicating or delivering the Services.  In addition, Provider does not warrant that the Client's use of the Services 

will be error-free, or that the Services will be available for access all the time or at any time on a continuous 

uninterrupted basis, or that the Services will meet the Client's requirements. Provider is not responsible for any 

delays, delivery failures, or any other loss or damage resulting from the transfer of data over communications 

networks and facilities, including the internet, and the Client acknowledges that the Services may be subject to 

limitations, delays, and other problems inherent in the use of such communications facilities.  
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14. INDEMNIFICATION 

Client shall defend and hold harmless Provider, its affiliates, officers, directors, and employees, against any loss or 

damage arising out of or in connection with Client’s use of the Services whether in violation of this Agreement or 

not, Provider’s use of User Information, or injury, damage or loss resulting from Client’s or a User’s use of the 

Services.  Client will indemnify, defend, and hold Provider and its affiliates harmless from and against any and all 

liabilities, damages, losses, claims, costs and expenses, including reasonable legal fees, which may be asserted 

against or incurred by Shufti arising out of or resulting from the use, disclosure, sale or transfer of the Services, (or 

information therein) by the Client or User. This indemnification covers all forms of damage including direct, indirect, 

incidental, consequential, and punitive damages resulting from the Client's actions or omissions. This 

indemnification obligation will continue in full force regardless of the termination or expiration of this Agreement 

and will bind all successors and assigns of the Client. Provider retains the exclusive right and sole discretion to handle 

the defence or settlement of any claim or proceeding against it. This includes the selection of legal counsel and the 

decision to pursue or forego any legal action. The Client shall not participate in any legal proceedings involving such 

claims without the express written permission of Provider, which may be withheld at Provider's sole discretion. The 

Client shall not agree to any settlement that affects Provider or its rights or obligations under this Agreement without 

Provider’s prior written consent, which may be granted or withheld in Provider's sole discretion. Any unauthorised 

settlement agreement entered into by the Client will be considered null and void with respect to Provider. Client 

shall notify Provider immediately of any claims or legal actions in which Provider might be implicated. The Client 

must also fully cooperate with Provider in the investigation and defence of such claims, at the Client's own expense. 

The Client must provide all assistance and complete disclosure as may be necessary and reasonable, as determined 

by Provider, to ensure an adequate defence. The Client warrants not to sue or maintain any cause of action, claim, 

demand, cross claim, third party action or other form of litigation or arbitration against Provider or its officers, 

directors, employees, contractors, agents, or subscribers arising out of or relating in any way to the Services, the 

Data, or the Reports (or information therein) not being accurate, timely, complete or current.   

Provider shall defend and/or settle any third-party claims against Client, its affiliates, offices, directors, and 

employees, that the Services infringes or misappropriates the Intellectual Property Rights of a third party. In the 

event that Provider’s right to provide the Services is enjoined or a claim seeking such an injunction is filed, Provider 

may obtain the right to continue providing the Services or replace or modify the Services so that it is non-infringing 

and materially equivalent. If neither of these remedies is reasonably available to Provider, Provider may, in its sole 

discretion, immediately terminate the Agreement as it relates to the relevant Services and return the prorated 

portion of any prepaid, unused Fees for the Services. Provider will have no liability for any claim of infringement to 

the extent arising from the use of a superseded version of the Services, the modification to the Services made or 

requested by Client, or specifications provided by Client, use of the Services not consistent with the terms of this 

Agreement, or instructions given to Client by Provider, or use of the Services in combination with Software or 

equipment not provided by Provider, any User  personal information or other information or materials provided by 

Client or Users or continuing allegedly infringing activity after receiving notice from Provider. The foregoing states 

the entire obligation of Provider and its licensors with respect to any alleged or actual infringement or 

misappropriation of intellectual property rights by the Services. The foregoing also states the entire obligation of 

Provider with respect to indemnification for claims of any nature whatsoever under this Agreement. The foregoing 

indemnification obligations are contingent upon Client giving Provider prompt written notice of the third-party 

claim, sole authority to control the defence or settlement of the claim (to the extent that any such settlement does 

not obligate Provider to make any payment or take or refrain from any action), and reasonable assistance in the 

defence or settlement of the claim. Client shall be responsible for payment of court costs, court awarded judgments, 

settlement amounts, and attorneys’ fees to defend or settle the action.  

15. LIABILITY  

Nothing in the Agreement excludes the liability of Provider for death or personal injury caused by Provider's 

negligence; or for fraud or fraudulent misrepresentation.  
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Exclusion of Liability. Provider shall not be liable whether in tort (including negligence), contract, misrepresentation, 

restitution or otherwise for any loss of profits or loss of earnings, loss of sales or business. loss of agreements or 

contracts. loss of anticipated savings, increase in bad debt or failure to reduce bad debt, loss of use or corruption of 

software, data or information. loss of or damage to goodwill; and indirect or consequential loss. 

Limitation of Liability.  Provider's total aggregate liability in contract, tort (including negligence or breach of statutory 

duty), misrepresentation, restitution or otherwise, arising in connection with the performance or contemplated 

performance of the Agreement shall be limited to the total Fees paid during the 3 months immediately preceding 

the date on which the claim arose or $5000 (five thousand US Dollars), whichever is lowest.    

 

16. AUDIT 

Client agrees to permit Provider and its authorised independent auditors to have reasonable access during the 

Client’s normal business hours to the Client’s relevant premises, operations, records, and systems for the purpose 

of ensuring that the Client is complying with its obligations under this Agreement. Provider may delay or suspend 

performance of the Services until Client is fully compliant with the obligation or the Parties agree to a reasonable 

increase in Fees to reflect any noncompliance. If an audit determines that Client is not in compliance, in addition to 

other remedies available to Provider, Client shall reimburse Provider for the costs of the audit and shall implement 

all reasonable recommendations of Provider. 

 

17. INTELLECTUAL PROPERTY RIGHTS 

The Client acknowledges and agrees that Provider and/or its licensors own all Intellectual Property Rights in the 

Services, defined as any rights wherever in the world, whether registrable or un-registrable, registered or 

unregistered, including any application or right of application for such rights (including, without limitation, copyright 

and related rights, database rights, confidential information, trade secrets, know-how, business names, trade names, 

trademarks, service marks, passing off rights, unfair competition rights, patents, petty patents, utility models, 

including the right to claim priority under applicable international conventions, inventions, whether or not 

patentable, as may exist now and hereafter come into existence and rights in designs). Except as expressly stated 

herein, the Agreement does not grant the Client any rights with respect of the Services or the Software. As between 

Client and Provider, Provider owns all copies, improvements, modifications, and derivative works created or related 

to the Services, and all such Intellectual Property Rights shall remain the exclusive property of Provider or its 

licensors. Client agrees that the Services, Software, and results constitute and contains valuable proprietary 

information and trade secrets of Provider. Except as expressly set forth in this Agreement, Provider does not grant 

any other rights to the Services to Client. Client further agrees that Provider owns all right, title and interest in any 

changes, modifications, extensions or corrections made to the Services in connection with this Agreement, whether 

made independent of, in conjunction with, or at the direction of Client. Without limiting the foregoing, Provider 

owns any suggestions, comments or other feedback provided by Client to Provider with respect to the Services, and 

Provider owns any insights, including knowledge or know-how, it otherwise gains during the course of performing 

the Services. In the event of any change, modification, extension, or correction thereof, the Client hereby irrevocably 

assigns to Provider by way of present and future assignment with full title guarantee, any and all rights it may be 

deemed to have in any such change, modification, extension, or correction, and agrees to execute all documents 

necessary to implement and effect such assignment. To the extent that the Client is unavailable or unwilling to 

execute such documents then the Client hereby appoints Provider as its attorney in fact for the purpose of executing 

the forgoing assignment.  

 

 

18. CONFIDENTIALITY 

The parties understand and agree that in connection with the negotiation and performance of this Agreement, each 

party may have had or have access to or may have been or be exposed to, directly or indirectly, Confidential 

Information of the other party including, but not limited to, trade secrets, computer programs and code, scripts, 
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algorithms, features and modes of operation, inventions (whether or not patentable), techniques, processes, 

methodologies, schematics, testing procedures, software design and architecture, design and function 

specifications, analysis and performance information, documentation, details of its products and Services, as well as 

names and expertise of, and information relating to, vendors, employees, consultants, clients and prospects, know-

how, ideas, and technical, business, pricing information, financial and marketing information and strategies and any 

other information that the receiving party reasonably should know is confidential. The Client acknowledges that 

details of the Services, and the results of any performance tests of the Services, constitute Provider's Confidential 

Information. Both parties shall keep the other party’s Confidential Information strictly confidential using the same 

degree of care to protect the other party’s Confidential Information as that party uses to protect its own Confidential 

Information of a similar nature, not disclose other party’s Confidential Information to any person without that other 

party’s prior written consent, and even then, only under conditions of confidentiality approved in writing by the 

party whose Confidential Information is being disclosed, act in good faith at all times in relation to the other party’s 

Confidential Information, and not use any of the other party’s Confidential Information except for the purpose for 

which it was divulged to the receiving party. A party's Confidential Information may be disclosed by the receiving 

party to its officers, employees, professional advisers, insurers, agents, and subcontractors who have a need to 

access the Confidential Information that is disclosed for the performance of their work with respect to the 

Agreement and who are bound by a written agreement or any executed non-disclosure agreement to protect the 

confidentiality of the disclosed Confidential Information. A party's Confidential Information shall not be deemed to 

include information that is or becomes publicly known other than through any act or omission of the receiving party, 

was in the other party's lawful possession before the disclosure, is lawfully disclosed to the receiving party by a third 

party without restriction on disclosure; or is independently developed by the receiving party, which independent 

development can be shown by written evidence. A party may disclose Confidential Information to the extent such 

Confidential Information is required to be disclosed by law, by any governmental or other regulatory authority or by 

a court or other authority of competent jurisdiction, provided that, to the extent it is legally permitted to do so, it 

gives the other party as much notice of such disclosure as possible and, where notice of disclosure is not prohibited 

it takes into account the reasonable requests of the other party in relation to the content of such disclosure. Upon 

the termination of the Agreement, each party must immediately cease to use the other party’s Confidential 

Information; within five (5) Business Days (defined as any weekday other than a bank or public holiday in the United 

Kingdom) following the date of receipt of a written request for termination from the other party, the relevant party 

shall destroy or return to the other party (at the other party's option) all media, tangible or intangible, containing 

the other party's Confidential Information, and must delete or destroy the other party's Confidential Information. 

Each Party acknowledges that its breach or threatened breach of this Confidentiality clause may result in irreparable 

harm to the other Party that cannot be adequately relieved by money damages alone. Accordingly, the Parties agree 

that the non-breaching Party may seek any applicable equitable remedies from a court, including injunctive relief. 

 

19. SUSPENSION 

Should the Client fail to comply with any terms of this Agreement, Provider may suspend provision of the Services 

effective immediately. Suspension of the Services does not relieve Client of its obligation to pay any Fees due under 

this Agreement, and upon suspension Provider may accelerate or otherwise change payment terms for current and 

future amounts due. Provider in its sole discretion may reactivate provision of the Services to Client if Client remedies 

the noncompliance, as determined by Provider. Provider may in its sole discretion suspend Client’s access to the 

Services to prevent damages or risk to, or degradation of, the Services, to comply with any law, regulation, court 

order or other governmental request, or to otherwise protect Provider from potential legal liability. Provider will 

restore access to the Services promptly following resolution of the event giving rise to the suspension. 

20. TERMINATION 

Provider may terminate the Agreement with immediate effect by giving written notice to Client if Client commits a 

material breach of any term of the Agreement and (if such a breach is remediable) fails to remedy that breach within 

fourteen (14) days of that party being notified in writing to do so, or Client takes any step or action in connection 
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with its entering administration, provisional liquidation or any composition or arrangement with its creditors (other 

than in relation to a solvent restructuring), obtaining a moratorium, being wound up (whether voluntarily or by order 

of the court, unless for the purpose of a solvent restructuring), having a receiver appointed to any of its assets or 

ceasing to carry on business or, if the step or action is taken in another jurisdiction, in connection with any analogous 

procedure in the relevant jurisdiction, or Client suspends, or threatens to suspend, or ceases or threatens to cease 

to carry on all or a substantial part of its business, or Client’s financial position deteriorates so far as to reasonably 

justify the opinion that its ability to give effect to the terms of the Agreement is in jeopardy.   

On termination of this Agreement, for any reason, all licences granted under this Agreement shall immediately 

terminate and the Client shall immediately cease all use of the Services. Each party shall return and make no further 

use of any equipment, property, data and other items (and all copies of them) belonging to the other party. Any 

rights, remedies, obligations, or liabilities of the parties that have accrued up to the date of termination, including 

the right to claim damages in respect of any breach of this Agreement which existed at or before the date of 

termination, shall not be affected or prejudiced. Notwithstanding the immediate cessation of the Agreement's 

operative provisions, all other clauses shall continue in effect either perpetually or according to their express terms. 

The termination of this Agreement shall not affect any rights, remedies, obligations, or liabilities of the parties that 

have accrued up to and including the date of termination, including but not limited to the right to seek damages for 

any breach of this Agreement that existed at or before the date of termination. Within fifteen (15) days following 

the termination of this Agreement, Provider shall be entitled to all accrued and incurred Fees pursuant to the terms 

of this Agreement up to the date of termination.  

 

21. FORCE MAJEURE 

“Force Majeure Event” means any event beyond the reasonable control of a party including, but not limited to, the 

following: acts, events, omissions, or accidents beyond its reasonable control, including, without limitation, strikes, 

lock-outs, or other industrial disputes, failure of a utility service or transport or telecommunications network, act of 

God, war, riot, civil commotion, malicious damage, compliance with any law or governmental order, rule, regulation, 

or direction, accident, breakdown of plant or machinery, fire, flood, storm, epidemic or pandemic, or default of sub-

contractors, to the extent that such event has materially affected the ability of the party relying on the Force Majeure 

Event to perform its obligations in accordance with the terms of the Agreement. If a Force Majeure Event gives rise 

to a failure or delay in either party performing any obligation under the Agreement (other than any obligation to 

make a payment), that obligation will be suspended for the duration of the Force Majeure Event. A party that 

becomes aware of a Force Majeure Event which gives rise to, or which is likely to give rise to, any failure or delay in 

that party performing any obligation under the Agreement must promptly notify the other party and inform the 

other party of the period for which it is estimated that such failure or delay will continue. A party whose performance 

of its obligations under the Agreement is affected by a Force Majeure Event must take reasonable steps to mitigate 

the effects of the Force Majeure Event. No Force Majeure Event shall excuse Client from paying the Fees agreed 

herein. 

 

22. NOTICES 

Any notice required or permitted to be given under the terms hereof shall be deemed valid only if rendered in 

writing, irrespective of whether or not it is explicitly referred to as "written notice" within the context of this 

Agreement, and shall be transmitted via electronic mail, utilizing the contact information as specified in the 

Agreement or as subsequently modified by either party. Any changes to a party's contact details for notice purposes 

must be communicated to the other party through a formal written notice of update, thereby adjusting the 

previously designated recipient information for subsequent notices. Upon receiving a notice via electronic mail, the 

recipient party is obligated to affirmatively acknowledge receipt of such notice by way of a return electronic mail. 

Such acknowledgment should be issued promptly and must occur within two (2) Business Days from the receipt of 

the original notice. 

For any contractual notices, the Client shall communicate with Provider at: sales@shuftipro.com. 

mailto:sales@shuftipro.com
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23. MISCELLANEOUS 

Neither party shall assign, transfer or otherwise deal with its contractual rights and/or obligations under the 

Agreement without the prior written consent of the other party, such consent not to be unreasonably withheld or 

delayed, provided that Provider may assign the entirety of its rights and obligations under the Agreement to any 

affiliate of Provider or to any successor, all or a substantial part of the business of Provider from time to time. No 

breach of any provision of the Agreement shall be waived except with the express written consent of the party not 

in breach. No waiver of any breach of any provision of the Agreement shall be construed as a further or continuing 

waiver of any other breach of that provision or any breach of any other provision of the Agreement. In the event 

that any provision of this Agreement is adjudicated by any court or competent authority to be invalid, illegal, or 

unenforceable in any respect, the remainder of this Agreement shall continue in full force and effect, 

notwithstanding the invalidity, illegality, or unenforceability of any such provision. Should any provision of this 

Agreement be deemed invalid, illegal, or unenforceable, and would it become valid, legal, and enforceable if a 

portion thereof were excised, then such portion shall be considered severed from this Agreement for the purpose 

of preserving the validity, legality, and enforceability of the remainder of the provision. The parties hereby agree 

that such remaining provisions shall be modified to the minimum extent necessary to render them valid, legal, and 

enforceable while preserving their original intent. This Agreement is intended solely for the benefit of the parties 

hereto and shall not be construed to confer any rights or remedies upon any third-party beneficiary. The exercise by 

the parties of their respective rights under this Agreement shall not be contingent upon the consent or approval of 

any third party. Amendments to this Agreement are valid only if made in writing and signed by duly authorised 

representatives of both parties. No oral or unilateral modification, alteration or waiver of any of the terms contained 

herein shall be binding on either party. A written amendment must be executed with the same formality as this 

Agreement to be effective and incorporated herein. This Agreement shall constitute the entire agreement between 

the parties in relation to the subject matter, and shall supersede all previous agreements, arrangements, and 

understandings between the parties in respect of the subject matter. Neither party shall have any remedy in respect 

of any misrepresentation (whether written or oral) made to it upon which it relied in entering into the Agreement. 

The headings of the Clauses herein are for reference only and shall not affect the interpretation of any of the terms 

of the Agreement. References in the Agreement to "calendar months" are to the twelve (12) named periods into 

which a year is divided. 

 

24. LAW AND JURISDICTION 

This Agreement shall be governed by and construed in accordance with the laws of England and Wales. Any dispute 

arising out of or relating to this Agreement shall be finally resolved by arbitration under the rules of the London 

Court of International Arbitration (LCIA), with one arbitrator, in London, England, and in English. The decision shall 

be final and binding. For any interim measures or enforcement, the parties agree to the exclusive jurisdiction of the 

courts in London, England. 
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SCHEDULE 1 - AVAILABILITY SERVICE LEVELS 

1. Uptime and Downtime: The Services will not be available during scheduled downtime and during the 

loading of new data. "Uptime" means the percentage of time during a given period when the Services are 

available at the gateway between public internet and the network of Provider. Provider will provide a 

minimum of seven (07) days’ advance notice to Client in the event of any scheduled downtime. Provider shall 

use commercially reasonable efforts to minimize any disruption, inaccessibility and/or inoperability of the 

Services in connection with scheduled downtime.  

 

Services may not be available due to Permitted Occurrences. “Permitted Occurrences” means: (a) scheduled 

downtime; (c) failure caused by delay or interruption in telecommunications provided by the Client or by 

third party services outside the Provider or Client network; (d) failure caused by a Force Majeure Event; (e) 

deficiencies or errors in the data feeds provided by the Client; or (f) failure of the Client to develop interfaces 

sufficient for the receipt of the Services. To the extent that Provider Services are not available to Client due 

to Client’s intentional, negligent or wilful misconduct in breach of the Agreement, such unavailability shall be 

considered excused. Provider shall be responsible for measuring uptime and shall do so using any reasonable 

methodology. Provider shall report each calendar month’s uptime measurements to the Client in writing, 

only upon Client’s written request, within ten (10) Business Days following such request from the Client. 

 

2. Service Availability: Provider shall use all reasonable endeavours to ensure that the Uptime for the 

Services is at least ninety-nine percent (99%) during each calendar year. Calculation of Uptime availability 

excludes unavailability caused by Client-generated errors; scheduled or emergency maintenance; Client 

environment computer systems or network issues affecting connectivity or interfering with the Service; third 

party software, hardware or telecommunications failures, including Internet slow-downs or failures; issues 

related to third party domain name system errors or failures; or Force Majeure Events, a fault or failure of 

Provider's hosting infrastructure, any breach by the Client of the Agreement. Provider will use commercially 

reasonable efforts to schedule downtime for routine maintenance without significant disruption to Services.  

 

3. Updates and Upgrades: Provider shall give the Client written notice of any security update applied to the 

Platform and at least ten (10) Business Days' prior written notice for any non-security update. Provider shall 

apply updates to the Platform as follows: third-party security updates shall be applied promptly after release 

by the relevant third party, unless Provider reasonably decides not to apply a particular update; the Provider's 

security updates shall be applied promptly after identifying the relevant security risk and completing the 

testing of the update; and other updates shall be applied in accordance with any timetable notified by 

Provider to the Client or as agreed by the parties from time to time. Provider may produce upgrades at least 

once in each calendar year during the Term. Provider shall give to the Client at least ten (10) Business Days' 

prior written notice of the application of an upgrade to the platform. Provider shall apply each upgrade to 

the platform within any period notified by Provider to the Client or as agreed by the parties in writing. 
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SCHEDULE 2 - DATA PROCESSING SCHEDULE 
Provider will utilize User Information to provide verification services and similar offerings to the public, while 
also working to improve these services. Both parties are committed to complying with all applicable data 
protection laws. The Client will ensure that all necessary consents and notifications are in place to facilitate 
the lawful transfer and collection of personal data by Provider, on behalf of the Client, for the duration and 
purposes outlined in this Agreement. Provider will process personal data solely based on the documented 
written instructions of the Client, unless required to do otherwise by applicable laws or another legal basis. 
1. Categories of Data: Provider may collect the following categories of personal information, including 
sensitive data, in connection with the Services: 

• Identification information: full legal name, address, email address, and other similar identifiers. 
• Protected classifications: including but not limited to age, gender, race, and national origin. 
• Biometric data: such as facial characteristics and photographs. 
• Documents: including passport, driver’s license, and other identity documents, as well as self-

photographs. 
• Employment information: such as employer details or contact information. 
• Sensitive personal information: including National ID, Social Security number, or passport number. 

2. Purposes of Processing: Provider processes personal data for the following purposes: 
• To perform identity verifications and/or background checks and provide services to the public for an 

indefinite period. 
• To maintain the integrity and security of Provider's operational environment, and to identify and 

repair any functionality issues. 
• To conduct audits or quality control. 
• To deliver services to other Provider customers and the public at large. 
• To enhance and improve Provider’s services. 
• To comply with legal obligations and respond to lawful requests from authorities. 

3. Legal Basis: Provider processes personal data based on the following legal grounds: 
• Consent provided by the data subject. 
• Performance of a contract. 
• Legitimate interests, including identity verification for third parties. 
• Legal obligations. 
• Defence of legal claims or in the course of an investigation. 

4. Retention Periods: Personal data collected for identity verification may be retained for an indefinite 
period. Provider may retain personal data for at least seven (7) years from the end of the service provision 
based on its legitimate interests, or in case a claim arises in relation to the services provided. Data may also 
be retained to comply with legal or statutory requirements. Provider reserves the right to retain personal 
information for longer if there are legitimate business reasons or unresolved claims that may surface later. 
5. Technical and Organisational Measures: Provider will implement appropriate technical and organizational 
measures to protect personal data from unauthorized or unlawful processing, as well as accidental loss, 
destruction, or damage. These measures will be suitable for the nature of the data and the harm that might 
result from a data breach, taking into account technological advancements and the costs associated with 
implementing these measures. 
6. Transfer of Personal Data: Provider will not transfer personal data outside of the European Economic Area 
(EEA) unless adequate safeguards are in place. This includes ensuring that the data subject has enforceable 
rights and effective legal remedies. Provider will comply with applicable laws to provide an adequate level of 
protection for transferred data and follow any reasonable instructions provided by the Client regarding data 
processing. 
7. Sub-processors: The Client consents to Provider appointing sub-processors to assist in personal data 
processing under this Agreement. Provider will remain fully liable for any actions or omissions by its sub-
processors.  
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SCHEDULE 3 - SUPPORT SERVICE LEVELS 

1. Help Desk: Provider shall make available to the Client a help desk in accordance with the provisions of 

this Schedule. The Client may use the help desk for the purposes of requesting and, where applicable, 

receiving the Support Services; and the Client must not use the help desk for any other purpose. Provider 

shall ensure that the help desk is accessible through email, by use of Provider's web-based chat, and, if these 

are not available, through telephonic (or Skype) call. The Provider shall ensure that the help desk is 

operational and adequately staffed during Business Hours. In addition, the Provider shall provide telephone 

number for the Client to report critical issues outside of Business Hours. The Client shall ensure that all 

requests for Support Services that it may make shall be made through the help desk. 

 

2. Response and Resolution: Issues raised through the Support Services shall be categorized as follows:    

• Urgent: Services are inoperable, or a core function of the Services is unavailable; 

• Normal: A core function of the Services is impaired, where the impairment does not constitute a 

serious issue; or a non-core function of the Services is significantly impaired. 

Provider shall determine, acting reasonably, into which category an issue fall. Provider shall ensure that its 

response to a request for Support Services shall include the following information (to the extent such 

information is relevant to the request): an acknowledgement of receipt of the request, where practicable an 

initial diagnosis in relation to any reported error, and an anticipated timetable/timeline for action in relation 

to the request. 

4. Support Levels:  

 

5. Limitations on Support Services: Regardless of the Support Type the Client has opted for, the total 

Business Hours spent by the personnel of the Provider providing the Support Services during any calendar 

month exceeds twenty (20) then: 

• Provider will cease to have an obligation to provide Support Services to the Client during the 

remainder of that calendar month; 

• Provider may agree to provide Support Services to the Client during the remainder of that calendar 

month, but the provision of those Support Services may be subject to additional Charges.    

Provider shall have no obligation to provide Support Services in respect of any issue caused by the improper 

use of the Services by the Client and/or any alteration to the Services made without the prior consent of 

Provider.   

 

 

Support Type 

 

Response Time 

(within Business Hours) 

 

 

Resolution Time 

(within Business Days) 

Basic Normal 16 3 

Urgent 8 

Priority Normal 8 2 

Urgent 4 

Premium Normal 4 1 

Urgent 2 


